Allowing Access to Terminal Services on ISA from the
External Interface

This lab practice describes how to allow access to Terminal Services on an ISA server from the
external interface by creating a static packet filter.

Please follow these steps to perform this lab practice.

1. Open the ISA Administration tool, and then expand the Server settings.
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2. Expand Access Policy, and then click IP Packet Filters.
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4. Specify a name such as "Terminal Server access", and then click Next.

Mew IP Packet Filter Wizard x|

Welcome to the New IP Packet
Filter Wizard

Thiz wizard helps you create a new [P packet filter on this
array. [P packet fikers control permiszsions for incaming and
outgoing packets from 154 Server.

|F packet filker name:

Terminal Server Access

To continue, click Mest,

< Back

5. In the Create a filter for box, click Allow packet transmission, and then click Next.

Mew IP Packet Filter Wizard x|

Filter Mode o]
Y'ou can create a filker that allowves or blocks packet ranzmizzion between the [P

addreszes, ports, and protocols you zpecify.

Create a filker ta:

% &llow packet transmissior:

" Block packet transmission
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6. In the Use this filter box, click Custom, and then click Next.

Mew IP Packet Filter Wizard

Filter Type

Y'ou can zpecify ports and protocols ina custom filter, or pou can uze the settings
of & predefined filker.

Uze thiz filker:

™ Predefined:

DNS lnokup =]

< Back I MHext = I Cancel

7. For the filter settings, specify the following settings, and then click Next:

IP protocol: TCP
Direction: Inbound
Local Port: Fixed port
Port number: 3389
Remote Port: All ports
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Mew IP Packet Filter Wizard x|

Filter Settings

Specify the protocol uzed, communication direction, and ather filter-zpecific

itfarrnakian.

r

Select settings for thiz IP packet filker.

|F protocal:

|Tce =]
Direction:
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Local port: Fart number:
I Fired port j ISSEEI
Remate part: Part rurnber:
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8. Inthe Apply this packet filter to box, click Default IP addresses for each external
interface on the ISA Server computer, and then click Next.
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Local Computer

Select the IP address to which the I[P packet filter iz applied.

Apply this packet filker to:

¥ Default IP addreszes for each external interface on the |54 Server computer

" Thiz |54 server's external IP address:

" Thiz computer [on the perimeter netwark]);
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9. Inthe "Remote Computers" section, click either All remote computers or Only this remote

computer, and then click Next.

Mew IP Packet Filter Wizard

Remote Computers

Select the remote compters to which the [P packet filter iz applied.

Apply this packet filker to:

= &l remote computers

™ Only thiz remote computer:

< Back I MHext = I Cancel

Note: This setting specifies the host which is the terminal server client that accesses the

Terminal Services session.

10. Review all your configured settings and then click Finish to define this IP Packet Filter for

terminal server access.
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MNew IP Packet Filter Wizard x|

Completing the New IP Packet
Filter Wizard
You have successfully completed the Mew [P Packet Filker

whzard. vou created an [P packet filker with the following
configuration:;

M arne: -
Terminal Server Access

Filter mode:
Al packet tranzmizzion

IJzing Cuztom Filker:

IP Protocol: TCF (I
Direchion: [nbaund

Local part: Fised port

Remaote port; All ports

[ |

To cloze thiz wizard, click Finigh.
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You have successfully created a new IP packet filter to Allow terminal server access through ISA
server.

Note: If you like this article, then please cast your vote for this article in the forum and provide
any feedback if you have.
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