Configuring a Secure Website with a Digital Certificate

This article will explain you different steps that can be taken to secure a web site in 11IS5 with a
third- party assigned certificate.

The whole practice consists of the following steps.

Generating the CSR for a website named Secure.
Requesting a trial certificate from Verisign.
Obtaining the Trial Certificate.

Installing the Trial Certificate.

Enforcing SSL and Testing the Secure Website.

Note: This whole article assumes that you have already installed 1IS 5 on your Windows 2000
computer and has configured a website named Secure.

Generating CSR:

A CSR (Certificate Signing Request) is basically a certificate that you generate on your server
that validates the computer-specific information about your server when you request a certificate
from a third-party CA. The CSR is simply an encrypted text message that is encrypted with a
public/private key pair.

Typically, a CSR contains the following information about your computer.

Organization
Organizational unit
Country

State

Locality

To begin the process to obtain the certificate, you must generate a CSR. Follow these steps to
generate the CSR.

1. Access the lIS Microsoft Management Console (MMC). To access it, right-click
My Computer and click Manage. This opens the Computer Management
Console. Expand the Services and Application section. Locate Internet
Information Services and expand the IIS console.
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2. Select the specific Web site (Secure), right-click the site and click Properties.
3. Click the Directory Security tab. In the Secure Communications section, click

Server Certificate.

Secure Properties

‘Wieb Site | Operators I Perfarmance I [S4P Filters I Haorme Direchony I D ocuments
| Directory Security I HTTPHeaders | CustomEmors | Server Extensions

2

—Anonumous access and authentication control

! ; Enable anorwmouz access and edit the

authentication methaods for this resource. | Edit I
— IP addresz and domain name restrictions
[arant or deny access to thiz resource wsing
|F addreszes or intermet domain names.
Edi...

— Secure communicatians

Require secure communications and
enable client certificates when this

Server Cerhificate. .

[E30UICE i3 accessed.

Wiew Certifizate...

Edit...

Ok, Cancel

Apply |

Help |
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4.

Welcome to the Web Server Cerkificate Wizard.

Welcome to th
%z

Status of your Web server:

existing certificate.

To continue, click Mest.

Centificate Wizard

Thiz wizard helps you create and administer server
certificates used in zecure \Web communications
bebween your server and a client.

Y'our Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate YWizard will help vou to create a new
certificate for this “Web Server or attach to an

The Web Server Certificate Wizard will start. Click Next.

e Web Server

< Back

I M et = I

Canicel

5. Select Create a New Certificate and click Next.

IIS Certificate Wizard W‘_i

Server Certificate

There are three methods for azzigning a certificate to a'web site,

Select the methiod you want to uze for thiz web site;

{* Create a new certificate.
{ Azzign an existing certificate

" Import a certificate from a Key Manager backup file.
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6. Select Prepare the request now, but send it later and click Next.

115 Certificate Wizard

Delayed or Immediate Request
“ou can prepare a request to be gent later, or you can send one
immediately.

Do you want bo prepare a certificate request to be zent [ater, or do you want to zend it
immediately to an online certification autharity’?

¥ Prepare the request now, but send it later

€ Sendthe request immediately to an online certification autharity

¢ Back I M et = I Canicel

7. Inthe Name field, enter a name that you can remember. It will default to the
name of the Web site for which you are generating the CSR.

NOTE: When you generate the CSR, you need to specify a bit length. The bit length
of the encryption key determines the strength of the encrypted certificate which you
send to the third-party CA. The higher the bit length, the stronger the encryption.
Most third-party CAs prefer a minimum of 1024 bits.
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115 Certificate Wizard

Mame and Security Settings
Y'our nesw certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be eazy for you ta refer ta and
remernber.

I arne;

Secure

The bit length of the encieption key determines the certificate's encryption strength.
The greater the bit length, the stronger the zecurnity. Howewer, a greater bit length may
decrease performance.

Bit length:

[T Server Gated Cryptography [SGC] certificate [for expart versions only

¢ Back I Mexst > I Canicel

8. Inthe Organization Information section, enter your organization and
organizational unit information. This must be accurate, because you are
presenting these credentials to a third-party CA and you must comply with their
licensing of the certificate.
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115 Certificate Wizard

Organization Information
Y'our certificate must include information about wour arganization that
diztinguizhes it from ather arganizations.

Select or lype vour arganization's name and pour organizational unit. This iz bpically the
legal name of wour organization and the name of pour division or department.

Far further infarmation, conzulk certification autharity's Web site,

Organizatiarn:
IEertsEraindumps.cnm j
Organizatianal Lnit:
I.ﬁ.rticle Department j
¢ Back Cancel |

9. Click Next to access the Your Site's Common Name section.

115 Certificate Wizard

Your Site's Common Hame
Y'our Web site's common name iz its fully qualified domain name.

Type the comman name far pour zite, [F the zerver iz on the Intermet, uze a valid DRS
name. If the zerver iz on the intranet, vou may prefer to uge the computer's MetBIOS
name.

[f the comman name changes, you will need to obtain a new certificate.

Commar name;
SERVER

< Back

Cancel |
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Note: The Your Site's Common Name section is responsible for binding the
certificate to your Web site. For SSL certificates, enter the host computer name with
the domain name. For Intranet servers, you may use the NetBIOS name of the
computer that is hosting the site. Click Next to access geographical information.

10. Enter your country, state or province, and country or region information.

Completely spell out your state or province and country or region; do not use
abbreviations. Click Next.

115 Certificate Wizard

Geographical Information
The certification authaority requires the following geographical information,

Countiy/R eqgion;
|GE= [United Kingdam)] |

State/province:

IL:::nu:Iu:un j
City/locality:

IL:::nu:Iu:-n j

State/province and Citydlocality must be complete, official names and may not contain
abbreviations.

¢ Back

11. Save the file as a .txt file.
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115 Certificate Wizard

Certificate Request File Hame
Y'our certificate request is saved ag a text file with the file name you
specify,

Enter a file name far the certificate request.

File narne:

choertreq. bt Browse. .. |

¢ Back

Canicel |

Note: When you actually send the request to the CA, you must paste the contents of this file
into the request. This file will be encrypted and contain a header and footer for the contents.
You must include both the header and footer when you request the certificate. A CSR should
resemble the following:

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIDATCCAMoCAQAWbDEOMAWGALUEAXMFcGxhbjgxDDAKBgNVBASTA1BTUZE
SMBAGALUEChMJTWIjcm9zb2ZOMRIWEAYDVQQHEwWIDaGFybG90dGUxFzAVBg
NVBAgQTDk5vecnRolIENhcm9saW5hMQswCQYDVQQGEwJVUzCBnzANBgkghkiG9w
OBAQEFAAOBjQAWgYKCgYEAtW1koGfdt+EoJbKdxUZ+5vE7TF1ZuT+xaK9EWHE
Sfw11zoRKrHzHNOfAShwg3vZ0ACteQy5SiWmFaleJ4k7YaKUb6chZXG3GgL4YiSK
FaLpJX+YRiKMtmIJzFzict5GVVGHsallYOBDYDO2XOAIstGIHCtENHOKpzdYdANR
gOCAWEAAaCCAVMwWGgYKKwYBBAGCNwWOCAZEMFgol1LjAuMJESNS4yMDUGCIis
GAQQBgjcCAQ4xJzAIMA4AGA1UdDWEB/WQEAWIES8DATBgNVHSUEDDAKBggrBgE
FBQCcDATCB/QYKKwWYBBAGCNwWOCA|GB7]CB6wWIBAR5aAEOAaQBjAHIAbwWBzAGS
AZgBOACAAUgBTAEEAIABTAEMAaABhAG4AbgBIAGWAIABDAHIAeQBWAHQAbw
BnAHIAYQBWAGgAaQBjJACAAUABYAG8AdgBpAGQAZQBYA4GJIAGKa0jzBn8fkxSc
rWsdnU2eUJOMUK5Ms87Q+fiP1/pWN3PJInH7x8MBc5isFCjww6Y nljD8c30fY fikmw
c048ZuGoH7ZoD6YNfv/STAVQmro0eGmKOFFiTD+hl1hM08gu2oxFU7mCvfTQ/21bX
P7KYFGEQaJ6wn0Z5yLOByPgblIQZAAAAAAAAAAAWDQY JKoZIhveNAQEFBQADg
YEAhpzNy+aMNHAMGUXQT6PKxWpaxDSjf4nBmo7oMhfC7CIvVROMcCQ+CBwulz
D+UJxI+kjgb+qwcOUKGX2PCZ7tOWzcXWNmMN/4YHQIOMGEXuOw67sVc2R9DISHD
NzeXLIOmjUI935qyluolR4V5C48YNsF4ejlgjeCFsbCojJb9/2RM=

----- END NEW CERTIFICATE REQUEST-----

12. Confirm your request details. Click Next to finish, and exit the Web Server
Certificate Wizard.
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115 Certificate Wizard

Request File Summarny
Y'ou have chogen o generate a request file.

To generate the following request, click Mest,
File name:  c:hocertreq.txt

Your request containz the following infarmation;

lzzued To SERVER

Friendly Mame Secure

Country & Begion B

State / Province Londan

City London

Organization CertzBraindumpsz. com
Organizatianal Lnit Article Department

¢ Back

Canicel |

The CSR generating steps has been completed.

Requesting a Trial Certificate:

Certificates are obtained from the CA (Certificate Authorities). Different Third-Party CA(s) offer a
trial certificate free of cost. Here we will request a server certificate to Verisign (a popular CA) on

Internet.

1. Launch your browser, Open www.verisign.com website and find the link for Free Trial
SSL Id as shown below.
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<3 verisign Inc. - www.verisign.com - Microsoft Internet Explorer - B 10l x|

J File Edit Miew Favaoribes Tools  Help |
J 4mEBack » = - @ ol | @58arch [3e] Favorites @History | %v =h E - e
J.ﬁ.ddress @ hikkp: s werisian, comy ﬂ &G0

Links &7 Customize Links & Free Hotmail &7 Windows

T w ]
Vem et T ous

rprise

blete solutions for
ing asecure digital
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Management and PEI »
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Wore Waore El Events
T — I_|
€] Done |_|_|ﬂ Internet 4
2. Fill out your Registration Information with a valid E-mail address to receive the digital
certificate.
3. Follow the different steps (Normally five on Verisign) of online application to obtain the
certificate.

Note: The CA can change the whole enrollment procedure according to its own policy.
4. Verisign will mail you with your digital certificate and instruction about using it.

Obtaining the Trial Certificate:

You will receive an e-mail from Verisign containing the same CSR text as you have sent it to but
with a digitally signed signature. Just copy that text, paste it in a notepad and save the file with
.Cer extension. Its your digital certificate.
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Save in; Ia‘-f’erisign Certificate j - I.:jﬁ -

File name: I]"u:ertifiu:ate.u:er" ; Save I
Save as type: I,-i'-.ll Files j Cancel |
Encoding: I,&,N5| j

S

Installing the Trial Certificate:

To install the certificate, follow these steps:

1.
2.

3.

Open the 1IS MMC as described in the "Generating the CSR" section.

Access the Properties dialog box for the Web site on which you are installing the
certificate.

Click the Directory Security tab and click Server Certificate. This starts the
Web Server Certificate Wizard. Click Next.

Select Process the Pending Request and install the certificate and click
Next.
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115 Certificate Wizard
Pending Certificate Request
A pending cerificate request iz a request to which the certification
authority has not yet responded.

A certificate request iz pending. hat wauld vau like ta do?
¥ Process the pending request and install the certificate

" Delete the pending request

¢ Back I Mexst > I

Canicel |

5. Browse to the file that you saved in previous step with .cer extension. Verify the

certificate summary, click Next twice, then click Finish.

6. After Finishing the wizard, you can view the installed certificate with the private
key by clicking on the View Certificate Tab as shown below.
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Secure Properties

Wwheb Site | Operators I Ferformance I ISAPI Filters I Home Directony I Diocuments
Directory Securty | HTTF Headers I Cuztarn Errors I Server Extensions

—Anonumous access and authentication control

Enable anorymouz access and edit the
w authentication methods for thiz rezounce.

Edit... |
— IF addrezz and domain name restictions
[arant or deny access to thiz resource wsing
|F addreszes ar intermet damain names.
Edit.. |

— Secure communicatians

Require secure communications and
enable client certificates when thiz
resource iz accessed.

Server Certificate. .

iew Certificate. ..

Edi...

] Caricel

Apply |

Help |
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Certificate i 7| x|

Genetal |Details I Certification Path

T
=2 | Certificate Information

This certificate is intended to:

*Ensures the identity of a remaoke campuker
*Proves your identity ko a remoke compuker

* Refer ko the certification authority's skatement For details,

Issued to: SERYER

Issued by: For YeriSign authorized testing anly, Mo
assurances (CIVS1997

valid from 3/4{2003 bo 3/19/2003

@ You have a private key that corresponds to this certificate.

Issuer Staterment |

Note: This trial certificate is valid for only fifteen days

Enforcing SSL and testing secure site:

Now that the server certificate is installed, you can enforce SSL secure channel
communications with clients of the Web server. First, you need to enable port 443 for secure
communications with the Web site. To do this, follow these steps:

1. Right-click the secure Web site on and click Properties.
2. Click the Web Site tab. In the Web Site Identification section, verify that the
SSL Port field is populated with the numeric value 443.
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Secure Properties

Directory Security I HTTFP Headers I Cuztom Errorz I Server Extenzions
w'eb Site | Operators I Perfarmance I [S4P Filters I Haorme Direchony I D ocuments

—ieb Site |dentification

2%

= Limited Te: I 1.000  zonnectons
Connection Timeot; I 900 zeconds

¥ HTTP Keep-tlives Enabled

Drezcription: ISecure
IP Address: I[-'“-"-" Unaszsigned) j Advanced... |
TCP Port [e5 [ ssLpon | |

— Connections

—Iv Enable Logging

Active log format;
IWSE Extended Log File Farmat

j Properties. .. |

o |

Caricel |

Apply | Help

If SSL port is not populated with 443 port number, follow the next step.

3.

Click Advanced. You should see two fields. The IP address and port of the Web

site should already be listed in the Multiple identities for this web site field.
Under the Multiple SSL Identities for this web site field, click Add if port 443 is
not already listed. Select the server's IP address, and type the numeric value 443

in the SSL Port field. Click OK.

Advanced Web Site 551 Identification %

— |dentification

|

P Address: |[m| Unaszsigned)

[

S5L Part; 443

Help

Cancel |

4. Click Ok to close the Advanced Website configuration Windows.
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Advanced Multiple Yeb Site Configuration @

— Multiple identities far thiz Web Site

P Addresz

| TCP Part | Host Header Hame

U [All Unazsigned)

Add..

Remove |

(Al Unassigred) g5
Add... Femowe Edit...
— Multiple 5L identities far thiz '#eb Site
IP Address S5L Port

Edi.. |

Cancel |

Help |

Now that port 443 is enabled, you can enforce SSL connections. To do this, follow these

steps:

1. Click the Directory Security tab. In the Secure Communications section, note that
Edit is now available. Click Edit.
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Secure Properties 2=

Wwheb Site | Operators I Ferformance I ISAPI Filters I Home Directony I Diocuments
Directory Securty | HTTF Headers I Cuztarn Errors I Server Extensions

—Anonumous access and authentication control

Enable anorymouz access and edit the
w authentication methods for thiz rezounce. Edit . |

i =7

— IF addrezz and domain name restictions

[arant or deny access to thiz resource wsing
|F addreszes ar intermet damain names.

Edit.. |
— Secure communicatians
Require secure communications and c Certificat |
enable client certificates when thiz EIRET LEMIEEE,..

rezource iz accessed, i o
iew Certificate. ..

Edi... |

] | Caricel | Apply | Help |

1. Select Require Secure Channel (SSL).

NOTE: If you specify 128-bit encryption, clients who use 40-bit or 56-bit strength
browser will not be able to communicate with your site unless they upgrade their
encryption strength.
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Secure Communications il

v Reguire zecure channel [S5L)

v Fequire 128-bit encryption

— Client certificates

&+ |gnore client certificates
" Accept client certificates
" Fequire client certifizates

[ Enable client certificate mapping

Client certificates can be mapped to Windows uzer

accountz. Thig allows access contral o resources Ed
uzing client certificates. I...

[~ Enable certificate trust list

Curment ETL: I j

New.. | Edi.. |

] I Cancel | Help |

2. Open your browser and try to connect to your Web server by using the standard
http:// protocol. If SSL is being enforced, you receive the following error
message:
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<} The page must be viewed over a secure channel - Microsoft -ﬁ =10l x|
J File Edit ‘Wiew Favaorites Tools  Help ﬁ
J FBack + = - () 7ol | ‘@ search [GfFavorites £ #History | B &S R

J Address @ htkpef fserver: 85 j o
J

Links &7 Customize Links  &]Free Hotmail &7 Windaows

The page must be viewed over a secure
channel

The page vou are trying to view requires the use of "https" in the
address,

Please try the following:

® Try again by typing https:ff at the beginning of the address
vou are attempting to reach,

HTTP 4034 - Forbidden: S5L required
Internet Information Services

|@ Cone l_ l_ = Local intranet

W £l

3. Now access your server with the https://Server URL. Your secure site with SSL
enabled will be shown.
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<3 T am Secured with 551 - Microsoft Internet Explorer i -0 =|

J File Edit Wiew Favaorites Tools  Help ﬁ

J 4mEBack - = - @ il | @Search [3] Favorites @Histnry | %v = - =
J.ﬁ.ddress @ https: [ iserver j o

Links @ Cuskarnize Links @ Free Hotrnail @ Windows

]
I am Secured with SSL.

[
|@ Done I_ E = Local intranet i

55L Secured (125 Bit)

Important Note:

Before using your Trial SSL Server ID, install the Test CA Root in each browser you plan to use
as part of your test of SSL. To download the Test CA Root, Click on the link (Like this
http://www.verisign.com/support/install/index.html#trial) provided you in your e-mail and follow the
instructions there.

If you like this article, then please give your comments in the forum and cast your vote for
this topic.
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