Configuring Logging in Internet Security and Acceleration
Server to a SQL Database

This article describes how to configure logging for Internet Security and Acceleration
(ISA) Server to an SQL database. ISA Server provides an extensible, multiple-layer
enterprise firewall and a scalable, high-performance Web cache server. You can store
Microsoft Internet Security and Acceleration (ISA) Server logs to an ODBC database. In
this article we will store the web proxy logs to an SQL server database named ISA_Logs

under the WebProxyLog table.
Please follow these steps to accomplish this task.
Creating Database named ISA_Log
1. Start SQL Server Enterprise Manager from Start=»Programs=»SQL

Server=>»Enterprise Manager.
2. Create a database named ISA_Log from the following node.
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Creating Table named WebProxyLog

3. Launch SQL Server Query Analyser from Start=»Programs=»Microsoft SQL
Server=» Query Analyser.
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4. Select the ISA_Log database from the following location and paste the following
code in the code window as shown below.

& SOL Query Analyzer - [Query - SERVER.ISA_Log.sa - Untitled1*®] : -0l x|
Iﬁg. File Edit Query Tools ‘Window Help - |5’ |i|
8- BRE| ) =BEH 0 (B-|v>r a[[nes -|838& &
Obiect Browser Xl CREATE TAELE WebProxyLog | -
| B SERVER(sa) | [ClientIP] varchar (32),

- [ClientUserName] nvarchar (32
[ model Al [Clienthgent] varchar [128)
Ei madb _ [Clientiuthenticate] varchar (5],
ﬂ Northwind [ logDhate] datetime,

D pubs [logTime] datetime,
B[] tempdb _ [service] wvarchar (18],
r—j ':':'mm':'”.':'tqe'_:ts _ [servername] mwvarchar (32)
D E'jnf'gurat":'ﬂ Functionz [referredserver] varchar (32),
D Curzor Functions [DestHost] varchar (255) _
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% Objects |#=] Templates | [SERVER (8.0) |sa(53) [15A_log |0:00:00  [Orows |n3s, Call
| |C|:unnectiuns: 1 | |NUM | v
CREATE TABLE WebProxyLog (

[ClientIP] varchar(32),

[ClientUserName|  nvarchar(32),

[ClientAgent] varchar(128),

[ClientAuthenticate] varchar(5),

[logDate] datetime,

[logTime] datetime,

[service] varchar(16),

[servername] nvarchar(32),

[referredserver] varchar(32),

[DestHost] varchar(255),

[DestHostIP] varchar(32),

[DestHostPort] int,

[processingtime] int,

[bytesrecvd] int,

[bytessent] int,

[protocol] varchar(12),

[transport] varchar(8),

[operation] varchar(8),

[uri] varchar(255),

[mimetype] varchar(32),

[objectsource] varchar(12),

[resultcode] int,

[Cachelnfo] int,

[rule#1] nvarchar(128),

[rule#2] nvarchar(128)
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CREATE INDEX [IX WebProxyLog Date] ON [WebProxyLog]([logDate]) ON
[PRIMARY]
GO

CREATE INDEX [IX WebProxyLog DateTime] ON [WebProxyLog]([logDate],
[logTime]) ON [PRIMARY]
GO

5. Click the Parse button (Blue colored good sign) or press CTRL+FS5 to check the
syntax of this'guery and then click Execyte button (green colored play sign) or
press F5 to executscthis query.

. You will get the following message after

nning this query successfully.
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Creating ODBC for ISA server

7. Click Start=» Programs=>» Administrative Tools=» Data Sources (ODBC).
8. On the System DSN tab, click Add.
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9. In the Create New Data Source, select the SQL Server driver for the database.

Create New Data Source 3 ﬂ

Select a driver for which pou want bo zet up a data zounze.

M ame I i :I
Mizrazaft FoxPra WFP Driver [*.dbf] G
Microzoft ODBC for Oracle
Mizrozaft Paradox Driver [*.db ]
Microzoft Paradox-Treiber [*.db |
Mizrazaft Text Driver [k = oev]
Mizrozaft Tewt-Treiber [7 bt * cav)
Microsoft Wisual FosPro Driver
Mizrazaft Yisual FosPro-Treiber
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< Back I Finizh I Cancel

10. Create the data source with the following information.
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Thiz wizard will help you create an ODBC data source that pou can use to
connect ko SEL Server.

Ywhat name do pou want to use to refer to the data zource?

Marme: IIS.-“—‘-.F'n:::-:yLl:ug

Haow do wou want bo describe the data source™?

Diescription: IIS.-“—‘-. Server Proxy Service Logs

Wwhich SOL Server do you want to connect to’?

Server I[Iu:u:al] j

Finizh Cancel Help

Note: This data source name will be used in ISA server for database connectivity.
11. Click next to define your SQL server authentication.

e iwfith Windows NT authentication using the network, login |D

iith SGL Server authentication uzing a login 1D and passward
entered by the uzer.

To change the network libram used to communicate with SOL Server,
click Client Configuratian.

Client Configuration. ..

Connect ta SOL Server to obtain default zettings for the
v - : ) -
additional configuration options.
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Fassword: Ixx

¢ Back I = I Cancel | Help

12. Click Next to select your desired Database (ISA_log).
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I¥ Change the default databaze to;

[154_Log |

[ iAttach database filename:

F [Ereate temporany stored procedures for prepared SHL statements
and drop the stored procedures;

& Onlywhen you disconnect,

"When vou disconnect andlas appropriate while you are
connected.

v Usze AMS| quaoted idertifiers,
¥ Use ANS| nulls, paddings and warnings.

r [ze the faloven SEL Serven if the priman SEL Server iz not
available,

¢ Back I Mext > I Cancel Help

13. Click Next, accept default settings and then click Finish button to confirm and
test your Data source from the following window.

ODBC Microsoft SOL Server Setup g 5'

& new ODBC data zource will be created with the following
configuration:

Microzoft SOL Server ODBC Driver Yerzion 03.80.0134 :I

Data Source Mame: [SAPraxulog

Data Source Description: 154 Server Proxy Service Logs
Semer [local]

D atabaze: 1S4_Log

Language;: [Default]

Tranzlate Character Data: ez

Log Long Running Queriesz: Mo

Log Diriver Statistics: Mo

Ilze Integrated Security: Mo

|1z Regional Settingz: Mo

Frepared Statements Option: Drop temparary procedures on
digconnect

Ilze Failover Server Mo

Ilze AMSI Ouoted |dentifiers: es

1z ARSI Mull, Paddings and " arnings: ez

Drata Encryption: Mo

[

Test Data Source... I 0k | Cancel |

14. You will get the following successful test result.
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SOL Server ODBLC Data Source Test

— Test Results

Microsoft SAL Server ODBC Driver Yersion 03.80.0734
Running connectivity tests.

Attempting connection

Connection establizhed

"erfying ophion zettings

Digconnecting from server

TESTS COMPLETED SUCCESSFULLY!

Configuring Logging to Database

15. In the console tree of ISA Management, click Internet Security and
Acceleration Server, click Servers and Arrays, click the name of the server or
array, click Monitoring Configuration, and then click Logs.
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16. In the details pane, right-click the ISA Server Web Proxy Service, and then click
Properties.

17. On the Log tab, click Database.

18. Modify the following parameters

o ODBC data source (DSN)
o Table name
o User account

Like below
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ISA Server Web Proxy Service Properties k. 7] x|

| Fietds |

Log gtarage format;

i File

Farmat: I IS4 Server file format j

Create a new file: IDE‘“}' j

Mame: WWEBDipypummdd. log [ ptions... |

¢ Databaze

ODBC data source [DSM]: ||5-"1"-F'f'3'?'¢_'r'|-'3'£|

T able name:; |We|:.F'rm-:_|,lL|:|g

Uze this accoumnt: I
Set Account... |

¥ Enable logging for this zervice

Carnicel Amply

19. Now open any site like www.microsoft.com and then check your database for

proper logging as shown below.
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