Providing Unrestricted Internet Access Through Internet
Security and Acceleration Server

This article will provide you step by step instructions to configure Microsoft Internet Security and
Acceleration Server (ISA) that is installed in the integrated mode to allow unrestricted Internet
access to Internal network that consists of Microsoft and Non-Microsoft Clients (Unix, Novell etc)

computers.

To Allow Internet access

e You should create a Protocol Rule for Microsoft clients.
e You should enable IP Routing for Secure NAT clients.

Creating Protocol Rule:

1. Click Start=» Programs=» Microsoft ISA Server<»ISA Management.
2. Expand Access Policy, and then click Select Protocol Rules.
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Note: You can switch between advanced view or taskpad view from the View option of

toolbar.
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@ Create Protocol Rules

Protocal rules determine which
protocals can be used by clients,
Clients will be able to access the
Internet through [SA Server only
after you create a protocal rule
allowing access to a specific
protocal,

To create a protocol rule, on the
Action menu, click New and then
click Rule,

Faor more information about setting
up a protocal rule, click F1 to see |

w
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Right click the Protocol Rule=» New=» Rule.
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Create Protocol
Rules

Protocol rules determine which
protocols can be used by
clients. Clients will be able to
access the Internet through 1S4
Server only after you create a
protocol rule allowing access to
a specific protocal,

To create a protocol rule, on
the Action menu, click Mew and
then click Rule,

For rmore information about Ll

4. Type Unrestricted Internet Access on the first page of the wizard, and then

click Next.
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Welcome to the New Protocol
Rule Wizard

Thiz wizard helpz you create a new protocol rule. Protocol
rules determing which pratacaols clients can uze and when.

Mote: Be sure to create new policy elerments required by the
rule before you use this wizard.

Frotocol mile name:

Unrestrcted Internet Access

To continue, click Mest.

¢ Back

Cancel |

5. Continue to click Next more times to accept all of the default settings of the new
protocol rule.

6. Review your default selected options in the wizard completion window and Click
Finish.
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Mew Protocol Rule Wizard...

Completing the New Protocol
Rule Wizard

Y'ou have successfully completed the New Protocol Bule
Wwizard, 'ou created a protocol rule with the following
canfiguration:

I arne: .
nrestncted Internet Access

Action:
Al

Appliez to the following protocols; Al P traffic

Schedule;
Alaays

Applies to requests from; _I
w

To cloze thiz wizard, click Finigh.

¢ Back I Finizh I Canicel |

You have successfully created a protocol rule for internal network Microsoft clients to allow
unrestricted Internet access.

Enabling IP Routing:

1. Inthe Access Policy, click IP Packet Filters (Below the Protocol Rule).
2. Right-click IP Packet Filters, and then click Properties.
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3. Click to select the Enable IP routing check box.

IP Packet Filters Properties :ﬁ il .4

General |F'au:ket Filtersl [ntrugian Detectiunl PFTF I

|T I1ze thiz page to control packet routing and packet
|:| filtering properties.

[ Enable packet filtering

[” Enable Intrusion detection

[« Enable IP routing

(] 4 I Cancel Apply
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4. Click OK.
5. On the non-Microsoft client computers, under TCP/IP Properties, set the client

computer's default gateway to be the internal adapter of the computer that is running
ISA Server.

You have successfully created a protocol rule and enabled IP routing for unrestricted Internet
Access for your internal network.

Note: If you like this article, then please cast your vote in the forum and give any comments if you
have.
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